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STRATEGIC THREAT INTELLIGENCE — A NEW 
APPROACH TO SECURITY 
Military commanders have long understood that intelligence is a key factor to 
success  in the conduct of warfare. Now, with the evolution of cyberwarfare, tra-
ditional threats, methods and boundaries are being challenged across both gov-
ernment and industry.  Threat actors now openly target and traverse govern-
ments, military and private industries as part of their cyberwar, based on their 
motivation and desired end state.  
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DATA UNDER FIRE 
“Attackers are trying to understand how 
organizations respond, and they’re cali-
brating their actions. They’re not stupid. 
They have purpose.”  

— Samuel Visner 
CSC Global Cybersecurity 
Vice President and General Manager 

INTELLIGENCE 
DRIVING SECURITY 
GOVERNANCE
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HOW CAN ORGANIZATIONS RESPOND TO THIS GLOBAL CYBEREPIDEMIC?   

CSC believes that through this period of open cyberwarfare, a key component of 
the solution is to understand the threat actors through Strategic Threat Intelli-
gence. This includes collecting and analyzing threat actors’ techniques, practices 
and procedures, as well as other capability information, to form a holistic and 
effective defense. Intelligence about the threat will help to build an effective IT 
security strategy focused on the controls required, will establish the supporting 
business processes, and will also assist in quantifying the threat for executives. 
This activity provides a physical element to the traditionally faceless cyberac-
tivists targeting industries. This is discussed by John Strand and Paul Asadoorian 
in their book, Offensive Countermeasures: The Art of Active Defense, citing a 
strategy of “attribution” 

RESEARCH AND ANALYSIS 

The key to any good intelligence lies in the quality of the research, sources of 
information available and analysis by professionals. CSC uses all intelligence 
sources — which include open, restricted and proprietary sources — to gather 
information about threat actors that pose a risk for an organization, covering 
tactics, techniques and procedures. This information is then analyzed by an expe-
rienced senior team of security and intelligence professionals to produce com-
prehensive threat actor profiles and threat actor attribution matrices relevant to 
an industry, government or event.  

Once the threat actors have been established and researched, the methods of 
attack must be analyzed because without analysis, this information is useless. 
CSC establishes tailored attack trees for clients that focus on the scope of the 
engagement.  Attack trees are developed based on CSC’s breadth and depth of 
global technical security knowledge and the latest attack vectors. This is later 
overlaid with the threat actors’ analysis to develop a capability matrix. 

TABLETOP EXERCISES 

It is not enough to just know your threat actors; you must also implement a plan 
and rehearse this plan to ensure that your organization is adequately positioned. 
Cyberwarfare has its limitations, since in most cases organizations can take only 
defensive measures because offensive measures may incur a breach of law or 
spiral into the domain of law enforcement organizations.   

CSC works with our clients by applying the threat actor research and attack trees 
to scenario-based tabletop exercises, allowing clients to walk through “action-
reaction” style war games. Such an exercise clearly results in a state of readiness, 
defines the threat actor’s available courses of action and assists with developing 
decision points that might trigger such an attack. Outcomes from the exercise 
include risk and exposure registers, course-of-action analyses, and intelligence 
requirements for any unknown or trigger points for a particular attack. 

MONITORING THE THREAT 

The threats and their methods continue to develop, change and evolve. There-
fore, continual surveillance is the key. Just as with planning any good military 
operation, you cannot take your eye off the enemy, and the plan must evolve 
with the threat. CSC works with its clients to establish continual strategic moni-
toring of the threat actors, including changes in tactics, technique or procedures. 
Additionally, CSC works with its clients to analyze and establish key decision 
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STRATEGIC VS. TACTICAL 
INTELLIGENCE 

There has been an industry 
acceptance of the value of threat 
intelligence feeds. However, in 
reality, this is tactical-level 
information that is largely 
technical in nature and reactive. 

Strategic Threat Intelligence 
differs from this, since it builds a 
threat profile through the 
collection of multi-sourced 
information in an attempt to 
foreshadow what the 
perpetrators’ next action may be. 
It includes tactics, techniques, 
procedures, modus operandi, 
affiliations and an assessment of 
future intent, all of which are 
used in analysis of defensive 
measures. 

BUDGETS — HOW 
INTELLIGENCE CAN HELP 
DRIVE “MORE WITH LESS” 

Every business has a finite 
budget yet a seemingly endless 
list of security concerns to 
address.   

Audits, compliance, standards, 
market hype, analysts and 
reaction to incidents drive an 
organization’s IT security budget. 
But if you take a step back for a 
moment with the end goal of 
protecting your organization 
regardless of those drivers, how 
can this be achieved? 

CSC believes that assessing your 
threat is the first step toward 
making sure that you protect 
your business and the most 
effective way to budget. 
Addressing your immediate and 
longer-term threats will provide 
the foundation for a cost-
effective IT security strategy. 
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points that change the threat evaluation or could serve as a trigger for a poten-
tial attack. This forms part of an overall intelligence-collection plan. 

USE CASES 
SECURITY INTELLIGENCE — EVENT SECURITY 

Organizations sometimes host high-profile events where additional protection 
measures may be needed (such as a summit conference for government and 
business leaders and their boards). Such events attract threat actors because of 
a higher pay-off in terms of gaining sensitive information or in using the event as 
an elevated media platform to launch their own agenda.  

Strategic Threat Intelligence is important for these events, since an organization’s 
operation and profile have changed, which may attract more threat actors, or it 
may also change the intent of the existing threat actors. Even more important is 
when events are multi-organizational or even public facing, resulting in additional 
threat actors being attracted or inherited by the host organization, along with 
the complexities of new shared environments being created or connected to 
each organization. 

Having a threat-driven defense for events will provide a heightened level of 
awareness for participating individuals and organizations, as well as implementa-
tion of pragmatic and focused defensive measures for the event.  

SECURITY INTELLIGENCE — PART OF BUSINESS STRATEGY 

Traditionally, an IT security strategy is done in isolation of an organization’s 
threat and is based on generic best practices, compliance or standards. Using 
these legacy methods to develop a strategy will generally provide a base layer of 
defense across an organization and potentially provide some additional protec-
tive measures for known or perceived critical assets. Using Strategic Threat Intel-
ligence will validate which security controls are specific to an organization, and 
where they are to be placed, based on the threat actors and even which asset(s) 
they are likely to target. It will also help to identity gaps and exposures that can 
be addressed or mitigated through additional measures. 

Continuous monitoring of the threat will allow your IT security strategy to be-
come dynamic by allowing for adaptive security controls and measures to be 
based on the level of threat at a particular time or even the evolution of a threat 
actor in either capability or intent. 

SECURITY INTELLIGENCE — DRIVING INCIDENT RESPONSE PLANNING 

Regardless of the defenses in place, it is inevitable that organizations will be at-
tacked at some time. Using Strategic Threat Intelligence as part of your incident 
response planning will provide critical information on the security gaps of your 
organization and how an attack can potentially occur. Importantly, during an at-
tack it puts you one step ahead of the threat, as you are likely to already know 
who the attacker is,  which will provide your organization with a focused and tai-
lored response to that threat — allowing for quick restoration of services and ef-
ficient use of resources. Strategic Threat Intelligence dovetails with CSC’s Inci-
dent Response service, which provides a 24x7 team that will rapidly assist orga-
nizations in resolving an incident. 
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INTELLIGENCE AND 
INFORMATION 

Intelligence is more than just in-
formation — it is the analysis of 
information that is gathered 
through surveillance, reconnais-
sance and research.   

CSC collates threat-actor infor-
mation from many open, restrict-
ed and proprietary sources to 
build an accurate intelligence 
picture through analysis by expe-
rienced professionals. The ana-
lysts produce threat actor’s intel-
ligence specific for that client 
and/or a hosted event used for 
table-top exercises, risk registers 
and mitigation planning. 

WHY START WITH 
UNDERSTANDING YOUR 
THREAT? 

An IT security strategy formulat-
ed in isolation to an organiza-
tion’s threat is doomed to fail 
because the security controls are 
based on a static compliance or 
industry standard.  

Threats are not static in nature, 
nor do they conform to stan-
dards. They continue to evolve, 
are practiced in gaining access, 
form affiliations, and even their 
motives can change. To form a 
proactive security strategy, or-
ganizations should understand 
and then monitor their threats. 

OFFENSIVE 
COUNTERMEASURES: THE ART 
OF ACTIVE DEFENSE 

This recent book by John Strand 
and Paul Asadoorian supports 
the use of active defense and in 
particular one of the three main 
strategies of “attribution.” This is 
the goal of Strategic Threat Intel-
ligence.
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CONCLUSION 
Threats and methods of attack will continue to evolve in their capability. Mean-
while, our traditional security strategies are generic and formed at a point in time 
without consideration for threat actors and instead based on compliance, stan-
dards or best practices (a “one-size-fits-all” approach). Organizations must adapt 
their strategy to first analyze the threat, work that in-depth analysis into their 
strategy, and then be prepared to tailor defenses to respond to the changing na-
ture of the threat landscape.   

No military strategy ever survived without knowledge of the enemy, so organiza-
tions should include threat-intelligence analysis as part of their planning strategy. 
Without it there is no valid context to the controls and protection measures put 
in place and ultimately they will be largely ineffective. 
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CSC’s Managed Security Services include next-generation solutions to streamline 
governance, risk and compliance (GRC) processes by integrating data and report-
ing from existing cybersecurity controls into easy-to-understand views. Based 
upon technology from the RSA Archer® GRC platform, CSC’s Horizon service pro-
vides clients with real-time continuous monitoring of their cybersecurity status 
through the use of vulnerability analysis, exploit discovery, threat remediation and 
recovery services. 

TO LEARN MORE, VISIT:  
www.csc.com/cybersecurity 

or contact us at: 

securitysolutions@csc.com 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THE CSC DEFENSE 

CSC is well positioned to serve 
as your global cybersecurity 
partner, with consulting, man-
agement and incident-response 
on a global scale. 

STRATEGIC CONSULTING 

Become proactive in your de-
fense with a complete review of 
your risks and business position, 
and discover the most actionable 
plans for enterprise risk and 
compliance, identity, cloud, mo-
bile, social and big data that will 
reduce both your risks and costs. 

TECHNICAL CONSULTING 

Technical services teams include 
hardware- and software-penetra-
tion testing, malware analysis, 
advanced threat detection, and 
fully equipped “go teams” dis-
tributed around the world. 

EFFICIENT MANAGED 
SECURITY 

Use the best tools available, with 
an easy and efficient managed 
delivery model. Get fast access 
to tools such as HP ArcSight, 
RSA Archer, Trend Micro, ATD, 
and HP Fortify to address issues 
such as governance, risk man-
agement and compliance (GRC); 
application security (AppSec); 
security information and event 
management (SIEM); and more. 
Our tools are supported by a 
global network of five Security 
Operations Centers, and inter-
connected by a secure fabric. 
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WORLD CSC HEADQUARTERS !
THE AMERICAS 
3170 Fairview Park Drive 
Falls Church, VA 22042 
United States 
+1.703.876.1000 !
ASIA 
20 Anson Road #11-01 
Twenty Anson 
Singapore 079912 
Republic of Singapore 
+65.6221.9095 !
AUSTRALIA 
Level 6/Tower B 
Macquarie Park, NSW 2113 
Sydney, Australia 
+61(0)2.9034.3000 !
EUROPE, MIDDLE EAST, AFRICA 
Royal Pavilion 
Wellesley Road 
Aldershot, Hampshire GU11 1PZ 
United Kingdom 
+44(0)1252.534000

ABOUT CSC 
The mission of CSC is to be a global leader in providing technology-enabled 
business solutions and services. !
With the broadest range of capabilities, CSC offers clients the solutions they 
need to manage complexity, focus on core businesses, collaborate with part-
ners and clients and improve operations. !
CSC makes a special point of understanding its clients and provides experts 
with real-world experience to work with them. CSC leads with an informed 
point of view while still offering client choice. !
For more than 50 years, clients in industries and governments worldwide have 
trusted CSC with their business process and information systems outsourcing, 
systems integration and consulting needs. !
The company trades on the New York Stock Exchange under the symbol “CSC.”
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